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Abstract

This study investigates the crucial components propelling the integration of green technology and
blockchain technology within electronic education (e-learning). Employing a mixed-methods
research design, the inquiry blends quantitative and qualitative methodologies for comprehensive
analysis. The qualitative phase draws upon the expertise of 125 purposefully sampled academic
experts, subject-area specialists, and e-learning professionals through semi-structured interviews.
Content analysis dissects these qualitative data, while structural equation modeling and factor
analysis illuminate the quantitative dimension. The findings unveil five key components
orchestrating green technology development in e-learning with blockchain integration: causal
conditions, central phenomena, strategies, background conditions, and intervening conditions.
Further analysis within each component identifies critical sub-components, informed by expert
insights. Collectively, the study's predictor variables, encompassing both green technology
development components and blockchain technology utilization, demonstrate a significant
predictive influence (0.36, p < 0.01) on the mediator variable, green technology development.
Additionally, they exhibit a nuanced yet statistically significant predictive effect (0.16, p > 0.05)
on the criterion variable, e-learning and educational software performance enhancement. These
positive and direct associations suggest a robust model for integrating blockchain technology to
propel green technology advancements within e-learning. The proposed five-component model
sheds light on the interplay between key factors, emphasizing the substantial impact of its
application in guiding effective integration strategies.

Keywords
Electronic education, green technology, blockchain technology, mixed-methods research,
component analysis, model development.

Introduction

In One of the strategies of modern educational systems worldwide is relying on information
and communication technology. With the help of these tools, systems and virtual networks
have been developed for educating learners. Green technology systems in education are
among the recent approaches that, alongside the significant growth in their utilization in
educational systems, have gained high popularity among learners of educational courses. The
efficiency of these systems is notable due to their ability for unlimited development in
educational regions, accessibility, usability, lack of need for facilities and equipment
compared to traditional education methods, as well as their capability to transfer and store
information, securing a special position in the world of education.

Green technology in education involves planned learning where learning and teaching
usually take place in separate environments. Therefore, green technology in education relies
on communication and institutional technologies for design and planning. Distance learning
only focuses on the learner's needs for interaction with the instructor, while this type of
education should involve both parties, namely the instructor and the learner (Andoni, 2021).
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Meanwhile, blockchain technology is a management tool that allows learners in e-learning
to precisely determine the diversion of information security and cloud space between the
program and actions performed in e-learning, in the event of a network intrusion or
interference. A key advantage of blockchain technology is its role as an early warning system
against security threats, information, and delays in the cloud space (Berger, 2022). In other
words, blockchain technology can be considered a network that functions like a database but
has no specific centralization and is not controlled by any institution or organization. The
information stored in the blockchain is different from the information stored in databases.
The information in the blockchain is stored inside blocks, each of which, in addition to the
information it contains, has a "hash." Hash is a set of characters created using specific
algorithms. Each block, based on the information it contains, has its own corresponding hash,
which symbolizes the information within that block. Even if a very small part of the
information is changed or deleted, the hash changes entirely (Dubrovnik, 2021).

The information stored in blockchain can be anything and is not summarized only in
transactions. Each block, in addition to the information stored within it, has a "hash." Hash is
a collection of characters created using specific algorithms. Each block has its own hash based
on the information it contains, and this hash somehow symbolizes the information within that
block. Even if a very small part of the information is changed or deleted, the hash changes
entirely (Houshmand et al., 2022). Elisan (2021), in their report titled "Blockchain: A New
Opportunity for Providers and Consumers of Educational Systems and Software," studied
various applications of blockchain in the education systems and software sector. The results
of this report indicate that blockchain can address some challenges faced by organizations
active in the field of educational systems and software. Hakius (2022), in a report titled
"Blockchain in the Development of Educational Network Security: A Study Based on
Decision Makers' Opinions and the Development of the Technological Infrastructure in
Germany," conducted research on the implementation of blockchain in the development of
network security in educational settings. According to the results of this study, over 50% of
the participating organizations have ideas and plans regarding the operationalization of
blockchain in the development of network security in education. Harry (2022), in a research
paper titled "Blockchain: A Secure, Decentralized, and Trustworthy Framework for
Educational Network Security," explored various aspects of the applications of blockchain
technology as a secure, distributed, and trustworthy framework for future networks of
educational systems and software.

This type of technology possesses key indicators such as decentralization, stability,
anonymity, and responsiveness. It can operate in a decentralized environment by integrating
multiple core technologies such as hash encryption, digital signatures, and distributed
consensus mechanisms (Lakampal, 2021). In the context of e-learning performance,
blockchain can enhance essential services related to securing information (Manmaru et al.,
2022).Blockchain technology creates an acceptable and decentralized dataset for exchanging
information (Sabunchi et al., 2022). This dataset continuously updates learning and teaching
information, current users, future users, data transfer fluctuations, and innovations. It reports
organizational information collaboratively to other organizations, intermediaries, networks,
and international educational and research gateways (Tama, 2020). These areas form a
cohesive network of layers or information blocks where information is allocated to each block
in the form of hashes. These blocks are connected to the nodes of other organizations and
data gateways, forming a large, up-to-date global information network.

In other words, an educational organization (A) can enter information related to its
educational services into the blockchain network with existing innovations and quantitative
and qualitative characteristics, and nodes facilitate the transfer of entered information to
blocks of information (L2...Ln) in other points for organizations (B) or intermediaries (C) or
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networks (D), creating a foundation for the development of green technology (Tanaka, 2022).
As a core application in the smart network, blockchain can provide a solution for creating
educational and research infrastructure in a smart network (Hansen et al., 2021). Ideally, the
use of blockchain allows parties in a smart network, including consumers and users, to
establish communication without relying on third-party trust. The use of blockchain-based
educational and research infrastructure in a smart network promises various advantages (Zhu
et al., 2021).

According to the "Global E-Learning Data Exchange Review" (2022), the annual total
exchange of e-learning information was $34.5 billion (citing McDaniel, 2021). This report
also conducted statistics and analysis based on the volume of upstream, midstream, and
downstream information exchange. Due to the vast and complex nature of the e-learning
sector, long and complex contracts may be concluded for information security by all parties
involved, and the number of contracts may be significant. Smart contracts can significantly
reduce paperwork, simplify workflow, improve efficiency, and save costs (Nikforov, 2022).

In the exchange of e-learning information, traditional methods can lead to inevitable errors
in information exchange and make the information exchange susceptible to fraud and
compromise. Blockchain technology can effectively address this issue and make information
exchange more transparent. Both parties in the information exchange can view all records of
information exchange and assessments of the other party, thereby improving the success rate
of information exchange. Additionally, both parties in information exchange can also see the
status of each stage of the information exchange process to control the overall situation
(Holin, 2021).Blockchain technology can revolutionize the education sector at the green
technology development level by overcoming various challenges such as data transfer
fluctuations, supply chain, accounting, data management, and security. It can also assist in
simplifying various engineering and technical decisions. Technologically, the education
sector has been highly innovative, introducing new formulas and processes to enhance the
quality of educational services in the face of competition. Blockchain can contribute to
making these traditional methods more efficient (Hansen & Liu, 2021). Therefore, this study
has been conducted with the aim of identifying the key components of green technology
development in e-learning using blockchain technology.

Research Methodology

The research strategy employed in this study is a mixed-methods approach, combining both
quantitative and qualitative methods. The research method is qualitative, utilizing a
foundational data theory, and the data collection method is semi-structured interviews. The
population for the qualitative segment includes experts and stakeholders in the academic field
related to the research domain, as well as experts and managers in the field of education.
Through purposeful or snowball sampling, the sample size reached theoretical saturation, and
a total of 15 individuals were interviewed.

In the quantitative part of the research, the population includes all managers and specialists
in educational organizations. The total number is 258, and 125 individuals were selected
through accessible and purposive sampling methods.

The research process involves the development of a research plan, preliminary review of
theoretical foundations in the blockchain technology and green technology development
domain, and clarification of key concepts necessary for designing and explaining the native
model of blockchain technology in green technology development. This section encompasses
the identification and explanation of the research design, including the preparation of the
research plan, preliminary review of theoretical foundations in the field of blockchain
technology, and clarification of key concepts. The native model of blockchain technology in
green technology development is also discussed. In the subsequent phase, considering the
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findings of the first part, interview scripts were developed. Deep interviews were conducted
with managers and professors, accompanied by a thorough review of the literature on the
research topic to extract data for qualitative analysis and the presentation of the initial model.
The interviews continued until reaching saturation, and then, using a qualitative approach,
various aspects of the blockchain technology model in green technology development,
including causal conditions, contextual conditions, intervening conditions, central
phenomenon, and strategies and consequences, were addressed. To explain the research
model, the paradigm model of Strauss and Corbin was utilized, employing a foundational data
strategy. In the next step, correlation research was used to determine the relationships
between the model variables. For quantitative data analysis and model fitting, SPSS22 and
Smart PLS software were utilized.

| Research Execution Steps |

v

‘ Research Method - Mixed ‘
v

| Timeline for Single-Phase Research - 2021-2022 |
v

| Data Collection Method lSemi-Structured Interviews |

Statistical Population - University Experts and Stakeholders in Green Education Network (Selecting 258 Individuals)
v
Sampling Method - Availability and Purposeful Sampling (Selecting 132 Individuals):

v

Quantitative Data Analysis Using Smart PLS and SPSS
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Research Findings
A) Qualitative Section Evaluation

The aim of this research is to identify the components of green technology development in
education using blockchain technology. In this regard, the first step was to review the textual
evidence of the research and identify concepts. The process of open coding was then performed,
and the components of the coding paradigm, including Ali conditions, main phenomenon,
strategies, context, intervention conditions, and consequences, were identified and presented
based on their sub-categories. Initially, in the open coding, the data were broken down into
separate sections to carefully examine similarities and differences. Questions about the
phenomena indicated by the data were raised. Open coding is a part of the analysis that
specifically involves naming (conceptualization) and categorizing the phenomena by closely
examining the data. Therefore, it can be said that two main actions take place in open coding,
namely conceptualization and categorization. The sub-concepts and categories of this research
are presented in Table (1).

Causal Conditions
Complexity of the industry - Ambiguity and uncertainty
in situations Rapid technological developments -
Integration of technology-oriented companies with
companies in this industry - Changes in competitive
conditions - Necessity and importance of strategic
planning

/ Intervening Conditions \ / \
Strategies

/ Contextual Conditions \
National Conditions (Social

Internal Organizational
Conditions (Structural
Factors, Managerial Factors,
Individual Factors)

External Organizational
Conditions (Economic
Conditions, Political

Ability to evaluate and leverage
foreign knowledge, training and
empowering domestic
companies, creating appropriate
infrastructure, indigenizing
blockchain technology,
collaborating and partnering
with countries and successful
companies in this field.

Awareness Growth, Internal Country
Capacities, and Capabilities)
International Conditions (Modeling
Successful Similar Domains,

- Formation of an Educational
Consortium to Join Similar
Technologies)
Organizational Conditions
(Structural Dimensions,

Conditions)

Globalization Culture, Technological
\ / \ / \ Awareness): /

A 4

Implications
Decentralization, Efficiency (Productivity), and Effectiveness,
High Accessibility to Resources (Easy Access), Dynamic
Valuation and Pricing, Establishing High Security, Stability
(Immutability), and Transparency of Data, Cost Reduction,
Facilitation in Policy-making Processes, Timely Monitoring and
Tracking of Assets, Ensuring and Providing Green Information
and Transactions with High Precision.

Figure 3. Encoding Axis Based on the Paradigmatic Research Pattern

Selective encoding is a process of harmonization and improvement. This process connects
concepts by drafting a narrative path. Referring to Figure (5), the model of using blockchain
technology in the development of green technology can be interpreted as follows: organizations
active in the field of e-learning and education, aiming for survival and maintaining
competitiveness, increasing efficiency, making better decisions, and risk management.
Ultimately, striving for excellence in conditions where technologies rapidly change, e-learning
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becomes more complex, and competition dynamics shift between internal and international
organizations. Given the strategic importance of this sector and its role in educational software
systems, each country and society's need for this domain, organizations need to be prepared for
the future. This readiness is manifested through the presence and utilization of blockchain
technology.

Table 1. Causal Conditions

Main

category Subcategory Concepts
Multiple stakeholders in creating a green technology
development platform
Broad dimensions in creating a green technology
Complexity in creating development platform
a green technology Ambiguity in changes in creating a green technology
development platform development platform
Uncertainties in creating a green technology development
platform
Rapid technological Technologica! chang(_es
developments The speed of mpovauon .
The speed of science production
National and international competition
Changing conditions of | Entry of new competitors
competition Changing the educational model
Impact on other processes and raw materials of other
Causal sectors
Conditions Strategic importance of creating a platform for the

The Necessity and
Importance of Strategic
Planning

development of green technology
Public and political importance
Educational importance

Dependency of the country on this field

Complexity in the sector in the future
National concern about the future
Unpredictability of future conditions
High ambiguity in international balance

Ambiguity and
uncertainty in
situations

The presence of new organizations in this sector with
different expertise,

the existence of large financial flows and attractiveness
for the entry of technological organizations,

the need to use new technologies and specialized
organizations in this field for all processes of the
education sector.

Integration of
technology-focused
organizations with
other entities in
creating a platform for
the development of
green technology.
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Table 2. Central Phenomenon (Using Blockchain in the Education)

Main

category Subcategory Concepts

Monitoring user needs
Network exploration Continuous communication with users
Demand analysis

o _ Understanding competitors' concepts
Monitoring competitors Monitoring competitors
Examining and analyzing their reactions

Monitoring major trends and developments at
the national, regional, and international levels
(production of new educational services,
various types of new discovery methods,
various new mechanisms). Monitoring sector
Sector exploration changes at the national, regional, and
international levels; monitoring the latest
technologies and innovations in the sector.
Identifying change-causing factors.
Identifying key players.

Central
Phenomenon
(Using
Blockchain in
the Education)

Organizational Identifying organizational strengths and
exploration weaknesses ldentifying threats and
opportunities

Concepts of examining upper-level
organization documents

Monitoring documents EXamining national documents
and regulations Reviewing national and international laws
and standards in the field of e-learning and
education.
Creating an intelligent Establishing a database derived from
information system information Creating evaluation systems

Financial transactions

Interaction with the supply chain
Exchange of information among internal
subsidiaries

Communication with potential new users
Collaboration with other organizations and
forming an educational consortium
Exchange of educational services

Sector transactions and
exchanges

Afterwards, the interviewees were asked to express the actions that need to be taken for the
implementation and execution of blockchain for use in the e-learning sector. In the coding phase,
five (5) effective strategies were identified: assessing and utilizing external knowledge, training
and empowering internal organizations, creating appropriate infrastructure, localizing blockchain
technology, and collaborating and partnering with successful countries and organizations in this
field.
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Table 3. Strategies

Main
category Subcategory Concepts
The ability to evaluate Learning ability
and apply foreign Ability to exchange knowledge and experiences Pattern
knowledge recognition from successful organizations"
"Employment and attraction of specialized human
resources
"Establishment of Procurement and availability of hardware compatible with
appropriate modern technology
infrastructure” Development of software and mastery of them
Identification and clarification of new and important
cryptocurrency codes
Mastery of general regulations of cryptocurrencies"
"Creation and development of national cryptocurrencies
Strategies Development of national blockchain networks for domestic

"Localization of
Blockchain Technology

transactions

Training and learning for sector organizations in the
blockchain domain

Drafting and establishing national regulations for
blockchain and cryptocurrencies"

"Collaboration and
partnership with
successful countries and
organizations in this
field"

"Formation of consortia with successful organizations in
this field Utilization and integration with knowledge-based
organizations in this field"

"Training and
Empowerment of Internal
Organizations"

"Planning specialized sessions and conferences Organizing
conferences and workshops
Conducting educational and specialized courses"

In this section, based on the opinions of research experts, the determination and weighting of the
criteria of the main research model have been carried out. Structural, managerial, individual, and
educational-political variables, along with their sub-components, have been identified and

weighted.

Step 5-1- First Step: Determining the Weights of Aspects, Strategies, and Key Factors

Table 4. The weights of structural, managerial, individual, and educational-political variables

. Criteria Level L
Final . . Abbreviati
Weight Weight Weight on Title
WMo <, YA +,vel Al Section Complexity
AR +,Ye) Vet A2 "Ambiguity and Uncertainty in Situations"
+,+44 +,Yoo VYo A3 Rapid technological developments
"Integration of Technology-Centric
A YAA <TAY A4 Organizations with Others in Creating a
Green Technology Development Platform™
Vi oY A A5 Competitive Landscape Change
e AY Ve +,0v4 A7 Network Exploration
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A GATY 00 A9 Section Exploration
YT 0 AA LY Al0 Document Monitoring

v\, 00 T S EA) All Organizational Exploration
I .,.00 84 Al2 Section Exchanges
Y ey +,04Y M1 Smart System Development
+,+44 VY 5,001 M3 Decision Improvement
v,y RE! EAY M4 Localization

oA (TR ¥ .+, ¢0¥ M5 Collaborative Partnership
Y RN EE M6 Training

R ,10A iV M7 International Conditions
., OA o ¥ M8 National Conditions
100 , 90 L Yvo M9 Micro-Organizational Conditions
v, £9 YY) GYEY M10 Structure

080 T oYYV M1l Management

YA Y YA M12 Individual Factors
XY R GYAY M13 Educational Factors
LYY ,orY GUYY V1 Political Factors
LYY O YAY 04 V2 Intelligence

YAV YEd v,ovY V3 Intelligence

100 .,Y1o 08 V4 Access

GATY o AA L,ovY V5 Tracking

Vo A4 <, £v4 V6 Decision Improvement
Y AYY “,EY0 V7 Security

LAY KXY GYVY V8 Information Transfer
A Y LYY V9 Information Transfer
.0V S, \ro YA V10 Information Transfer

Step 5-2: Determining the Importance of Each Plan using the Requirements Expansion Method
Since the development plans under consideration within the framework of the blockchain
technology utilization model in educational information security do not all share the same priority,
and considering that multiple development plans can be proposed for each goal in the model, the
Requirements Expansion method has been employed to specify the priority and weight of each
development plan. To compare the plans (HOWSs) and objectives (WHATS), a cognitive language
scale has been utilized for qualitative assessment. The scales and the pattern of blockchain
technology utilization in educational information security related to each scale are presented in
Table 5.

Table 5. The Process of Blockchain Technology Utilization Model in Educational Information
Security Based on Requirements Elaboration

The Blockchain Technology Utilization
Symbol associated with each Language Model in Educational Information
language scale. Scales Security Based on Requirements
Elaboration
VL Very Low (+3'5Y)
L Low (Y% 5%)
M Moderate (£5°51)
H High (T5Y3N)
VH Very High (GERD)

In this research, to determine the importance of each goal (WHATS) and the relationship between
goals and plans, the opinions of three Requirements Elaboration managers were collected, and
the averages of these opinions were calculated. Symbols were defined for each opinion. In Table
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(6), symbols and the average opinions of three categories of the sample population (1- managerial
staff, 2- academic elites, and 3- operational staff) explaining the requirements are presented.
These symbols have been used to determine the relationship between goals and plans and the
importance of goals in the pattern of using blockchain technology in educational information

security.

5-2-1 -Symbols and Average Opinions - Structural Variables

Table 6. The Level of Importance of Structural, Managerial, Individual, and
Educational Political Variables

DM1: DM1.: DM1: Management c
Management Staff | Management Staff Staff DM2: 2
DM2: Academic DM2: Academic Academic Elites E Title
Elites DM3: Elites DM3: DM3: Operational | 2
Operational Staff | Operational Staff Staff P
VH VH H Al Section Complexity
VH M VH A2 "Amb_igui?ly and Uncertainty in
Situations
H VH H A3 Rapid technological
developments
"Integration of Technology-
L M M Al _Centric _Organizations with Others
in Creating a Green Technology
Development Platform"
H VH H A5 Competitive Landscape Change
L M H A7 Network Exploration
H M H A9 Section Exploration
VH M H A10 | Document Monitoring
M M H All | Organizational Exploration
M L L Al2 | Section Exchanges
M VH H M1 Smart System Development
VH VH M M3 Decision Improvement
VH H VH M4 Localization
VH VH VH M5 Collaborative Partnership
H H H M6 Training
L M M M7 International Conditions
M M M M8 National Conditions
M H H M9 Micro-Organizational Conditions
L M L M10 | Structure
L M L M11 | Management
VL VL M M12 | Individual Factors
VL L M M13 | Educational Factors
VH VH VH V1 Political Factors
H VH H V2 Intelligence
VH H H V3 Intelligence
H VH H V4 Access
H M H V5 Tracking
VH VH H V6 Decision Improvement
H H H V7 Security
H VH VH V8 Information Transfer
H H M V9 Information Transfer
M H M V10 | Information Transfer
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For example, to determine the importance of goals (WHATS) in the table of the pattern of using
blockchain technology in educational information security, collected opinions were averaged. The
results are presented in Table (7).

Table 7. Opinion Results
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Finally, the relative importance of each development plan from the pattern of using blockchain
technology in educational information security has been determined for use in subsequent stages.
The matrix of the pattern of using blockchain technology in educational information security,
along with calculations in Table (8), is presented. To facilitate better comparison and ranking of
values, the weighted values obtained from the table of the pattern of using blockchain technology
in educational information security have been assigned weights. The plan with the highest net
value should be given priority. If M (a, b, c) is an ordinal number, the unclassified value can be
calculated using the Yager method as follows:

L+2M +U
4



Bahman Yasholaghi Sharahi: Unveiling the Components Driving ... 51

Table 8. Matrix of the Pattern of Using Blockchain Technology in Educational Information Security
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5-3-Step Three - Selection of Implementable Development Plans Using the Blockchain
Technology Pattern in Educational Information Security

When selecting a development plan, reliance cannot be placed solely on one goal. In fact, models
that have addressed this issue using mathematical programming techniques have been optimizing
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based on multiple objectives. One of these techniques is goal programming, which is a more
suitable method for simultaneously addressing multiple objectives. Goal programming is
designed to solve problems with multiple conflicting goals. Additionally, for research constraints,
zero-one goal programming is a very useful tool for finding optimal solutions. At this stage, all
computational data obtained for formulating the zero-one goal programming model to determine
the category of development plans that should be prioritized in the organization's performance
improvement process have been integrated. Considering the multiple goals and constraints in this
research, the implementable development plans are selected using zero-one goal programming.
The objective of the goal programming model is to choose plans with the lowest implementation
cost, the highest ease of execution, and the highest relative importance (the final result of the
quality house table). The ease of execution for each plan is determined on a five-point spectrum
from very high to very low. To use the goals (normalized values from the quality house matrix
and the ease of execution for each plan) desired in the model of the pattern of using blockchain
technology in educational information security, they need to be normalized. The results of
normalizing the goals and the actual budget constraint value are shown in Table (9). The formula
for the goal programming model used in this article is as follows, taken from the model presented
by Gayer and Leung in 2001 and Carsak et al. in 2002. The constructed model was solved using
WinQSB software, and the results are presented in Table (10)

Table 9. Real Values (Plan Scores) and Normalized (Ease of Execution and W) Values for Each Plan
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0.0257x1+0.1135%x2+0.1118x3+0.0784x4+0.1314x5+0.0584x6+0.1383x7+0.075x8+0.077x9+0.
0368x10+0.0466x11+0.0304x12+0.0769x13+d+1-d-1=1
6.5x1+7.5%2+25x3+11x4+21x5+10X6+9X7+4.6x8+4x9+4x10+7x11+10x12+4.2x13

+ d+2-d-2=75
0.068x1+0.09%x2+0.022x3+0.045x4+0.09x5+0.068x6+0.045x7+0.113x8+0.09x9+0.113x10+.11
3x11+0.068x12+0.068x13+d+3-d-3=1

xje{0,1} ,j=1,....,13 ,d-i, d+i>0,i=1,2,3

6. Discussion

To achieve this, the model ranks the implementation feasibility of executable plans. The results
of solving the models of the pattern of using blockchain technology in the security of education
information and expanding the functionality of requirements are shown in Table (10).

The results of the pattern of using blockchain technology in the security of education information
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Table 10. Results of the Pattern of Using Blockchain Technology in the Security of
Education Information

g Q o E —_ — [%)]
S o sBE pSE S o €35
ERS EZ53E85 | 25 SSE
Development Plans B Losso S5 S E 35
E | 30§8f | 58 S5 g
N 50N =3 = 5 8
v = - w

Rank 1 3 2 4

Pattern of Using Blockchain *g *g *g 'g
- - ~~~ ~~~ ~~~ ~—~
Technolog_y in the Secu_rlty of g g gsd 8d

Education Information < < < <

Based on the normalized weight estimation, the score of the plan, and the ease of implementation
in the step of selecting executable development plans using the pattern of using blockchain
technology in the security of education information, four main research factors were considered:
1- Structural Factors, 2- Requirements for Logistic Services Production Management, 3-
Individual Factors, and 4- Educational-Political Conditions. Also, the performance evaluation
system component was examined during the research to assess the performance levels of each of
the following four steps: Step 1. Formation of the pattern of using blockchain technology in the
security of education information and the development of plans. Step 2: Determining the weights
of aspects, strategies, and key factors. Step 3: Assessing the importance of each plan using the
expansion of the functionality of requirements method. Step 4: Selecting executable development
plans using the pattern of using blockchain technology in the security of education information
and training. The results showed that in all examined items (13 items for the first three
perspectives and 7 items for the fourth perspective), only structural factors and individual factors
had appropriate normalized weights, plan scores, and ease of implementation, obtaining the first
and second ranks. The two factors of logistic services production management requirements and
educational-political conditions, with lower normalized weights, plan scores, and ease of
implementation, are less utilized in formulating the main requirements, and their components are
less used.

7- Executive action plans based on the pattern of using blockchain technology in the security of
education information

Table 11. Executive action plans based on the pattern of using blockchain technology in the
security of education information

Technical
Deputy of Education Production and : ; .
and Research Treatment Executive Action Plans:

Centers Section

Deputy of Medical Staff and Communication
Logistics Service Management Section with

Requirements Development of Management Complexity Section Q1
Human Capital Factors
Deputy of Finance Financial Affairs AmblgU|t3/S%rJ(;tliér;;erta|nty in Q2

Integration of Technology-Oriented
Organizations with Organizations in
Creating a Green Technology Q3
Development Platform

Deputy of Medical Staff and Communication
Logistics Service Management Section with
Requirements Development of Management

Human Capital Factors
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I Managers and i
All Organizations Technical Experts Decision Improvement Q4
Managers and : :
Management Technical Experts Creation of Intelligent Systems Q5
Managers and Management Information and
Management Technical Experts Decision Support Systems Q6
Management Medical Staff Evaluation Q7
All Organizations Managers Political Factors Q8
Deputy of Education and
Research Managers Q9
Deputy of Education and :
Research Managers Intelligence Q10
Deputy of Education and Human Resources -
Research Section Efficiency QL1
Technical
Organizational Affairs Deputy TrPer;t?rl]JeCrgltogeintgrs Q12
Section
Technical
Deputy of Education and Production and :
Research Treatment Centers Educational Factors Q13
Section

In examining the executive action plans based on the pattern of using blockchain technology in
the security of education information, we have made the final selection of 13 items (Q) or the
strategy of requirements (among the initial components: 13 structural, managerial, individual,
political-educational, 13 logistic services production management requirements, 14 internal
process, and 7 perspectives on educational-political conditions). This selection was based on the
results of the model using blockchain technology in education information security, which was
carried out based on the normalized weight estimation, plan score, and ease of implementation. It
was shown that considering the high importance of two factors: structural and individual, a total
of 9 items (Q) or final requirements were extracted from these two categories, and four other
requirements (Q) were less considered in the formulation of logistic services production
management requirements and political-educational conditions due to lower levels of normalized
weight coefficients, plan scores, and ease of implementation.

For each of the executive action plans or (Qs), a responsible unit and related affairs were
selected.

The most important requirements or executive action plans included:

Focus on Complexity Section

Focus on Ambiguity

Focus on Integration

Focus on Decision Improvement

Focus on Creating Intelligent Systems

Focus on Management Information and Decision Support Systems

ok wnE

8. Finalizing the Requirements in the Final Stage
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Table 12. Documentation-based Final Requirements

Related Programs and
Executive Actions

Q1, Q2, Q3, Q5, Q6, Q9, Q11

Key Factors

Strategies for Increasing Profit and Structural Factors

Revenue
Increasing and Deepening Relationships | Requirements for
Q5, Q2, Q4, Q8, Q9, Q10, with Logistic Services Production Logistic Services
Q11,013 Management Requirements Development Production
of Human Capital Management

Network Segmentation in Line with

Production Type and Demands Individual Factors

Q7,Q8,Q9, Q2, Q4, Q12

In proportion to each step, providing or allocating requirements or executive action plans for each
step has been addressed. For example, in the step of political-educational conditions, 5
requirements have been developed for the use of blockchain technology in securing education
information.

9- Fuzzy Data Processing

In this stage, to examine the level of agreement among the opinions of the questionnaire
respondents regarding each component of the model for using blockchain technology in the
development of green technology in education, the ICC coefficient has been calculated for each
factor of the pattern. Then, to calculate the weights of the indices of the model for using
blockchain technology in the development of green technology in education, the weights of the
main factors explained were determined between 1 (W1) and 4 (W4) based on expert opinions.
These weights were determined as 0.35, 0.40, 0.10, and 0.15, respectively. The results are shown
in the table, and based on this index, the set of factors can be preliminarily ranked.

Table 13. Calculation of the Initial Index of Using Blockchain Technology in the Development
of Green Technology in Education

P ) I Iy le PIR
Complexity Section SAAY Vo7V | A,ene | Y0 Yoean 7,090
Cost Reduction GIYY ARV | YLAYY | ATY | AYY L AAY

Yo, oo

Rapid Technological VAP AN FY

: v,e8Y £,YYTY AV AY
Transformations .

Changes in Competitive VA Foooo [ asene | Aaee | ovoery | o¥ovva
Conditions

New Users L YYY V, 78V | Y77V O YYY PPV +,049A
Ambiguity and Uncertainty in oy | A | Eeev ATy | o LAY
Situations

Added Value Lary Adve | AFYY |V, Py | F,PRY v,va¢
Development of Educational AT | 5 EEY [ APV | OE RV | Aes | ,8AY
Services

Sector Exploration FARE VoPEY L ANEY |G, ), YYY AR
Organizational Exploration LYY Voreo | VLAYY [OVEYY | oY,0. F,yov
Monitoring Documents and Eey ey [ Aeee | v |ouerer | ovea
Regulations

Establishment of an Intelligent
Information System

Section Transactions and
Exchanges

GYEY | e | AYYY | S,ERY | V08V | 8,AFF

AO Forvan Agv o ¥,rYyYy V,AYY 8,YYY
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Table 14. Decision Matrix in the Model of Using Blockchain Technology in the Development of Green
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Technology in Education

PIR | SIR, |SIRy | SIRy | SIR | SIR, | SIR; | SIR, | SIR, | SIR,
Cosrgg:ﬁ)ﬂty e | ega v ooy [ ava | e |y oA | vy | A
Cost Reduction | AA/« [ 0+/8 fow/8 [V /en | w/an [ on/a | YY/V | YY/4 | TV/Q | YY/0
Rapid
Technological | YA/A | YY/Q [ 0+/8 | WY/« [ AY/Q [ YY/Q | o/ov | Aev | AY/A [ AY/s
Transformations
Changes in
Competitive YAE | WV/E [ oo | YA | oo | A e [ YA | YA | ¥YA | Y
Conditions
New Users AN KR RV A A B A N A A B S
Ambiguity and
Uncertainty in | MY/« [ Yoo [AY/o [ Yo | YY/Y [ 00/e | 00/A LAY/ | 8/es [ 0f0n
Situations
Added Value A LAY [/ [y | AYA [ oa | g/ee | XYY | Ay | ¥Ye
Development of
Educational ANV ofen Jon/a | N/ on [AY/A | Q)0 | V/ew [ E/ve | AY/Y | £/0s
Services
Sector
. AAS IR S7A N I VIS B /73 IR YOL U VN /N B o 1 TYYO| YA
Exploration / / / / / / /e v/ / /
Olrz%(apnllcfgttli%%al Yors | ¥v/e |V /ee [ ¥y | vyse | e [ ovvv | vy [ vy | avpe
Monitoring
Documents and EY/E | A)en [ Y/0n 137220 BN YN YY/e | YY/A | YY/A Yv/a | YY/A
Regulations
Establishment of
alr;n‘lgﬁfr:zlal'ggzt Aojo | Afew [ewe | | vy [ vy | ave | vy [ oavsa | vy
System
Section
Transactions Yé/o | YY/V v /v YY/N [ VY | YY/e | YY/A [ VY | Y e
and Exchanges

Table 15. Determining the Minimum Distance Between Options
: Development of
complexity | /.oy Educational | Y/oVY
Services
. Sector
Y/ oY . Y/6 1
Cost Reduction /[-° Exploration /
Rapid L
Technological | v/-on | Ofganizational )y, vq
Transformations P
Changes in Monitoring
Competitive YA Documents and ATAEE
Conditions Regulations
Establishment of
an Intelligent
ALY ) VYA
New Users / Information f¥he
System
Ambiguity and Section
Uncertainty in V/EY) Transactions and V/YAo
Situations Exchanges
Added Value Y/EVY

Sum of Shortest Distances

74/996

Mean of Shortest
Distances 2/206

Standard Deviation of
Shortest Distances: 529/0
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B: Quantitative Section

In this section, the researcher attempts to test the qualitatively extracted model from the interviews
using Structural Equation Modeling (SEM). For this purpose, the researcher intends to use
confirmatory factor analysis to analyze the data. These data have been collected from 125
managers of virtual education organizations, as described below.

10. Modeling
Initially, to examine the normality of multivariate data, Mahalanobis distance and the Mardia's
skewness test (1971) were employed. Table 16 presents the output of this test after model

adjustments.

Table 16. Multivariate Normality Based on Mahalanobis Distance and Mardia's Distribution

Critical Multivariate Critical . .. .
. Skewness | Maximum | Minimum Variable
Value Kurtosis Value
YA S EYY RIER SOVY Vo v Ali's
Conditions
N AT N-Y RRZY o614 vy ¢ Phenomenon-
Centered
-Y,. g0 -v,0)) L, YA A RA 'Y ¢ Strategies
Y, Y -v,0%0 21,47 S, YEY ¥ Vo Contextual
Conditions
vt CEFA RRYI: RYT] Ve . Intervening
Conditions
_Y,e Ve -v,0)A SYoYA AR 1 1 Outcomes
Y. .4 Yy Med_lat_or
Statistics

Given the absolute value of the critical level calculated as 0.392, which is lower than the critical
level of 1.96, the multivariate distribution based on the Marida statistic is confirmed with 99%
confidence (p = 0.01). Subsequently, the design of the assessment model and the explanation of
the level of using blockchain technology with the development of green technology and
improving the performance of e-learning and educational software have been carried out using
the path analysis method. Therefore, the assumed model for explaining the improvement of e-
learning and educational software performance is presented in Figure 1.
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Figure 1. Assumed Model for Explaining the Use of Blockchain Technology in Green
Technology Development

i
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Before examining the results of the model estimation, it is essential to review the fit of the
assumed model and its indices. Table 17 presents the relevant fit indices. The reason for using
model fit programs is that they provide indices that can measure the overall fit of the model with
the data. In fact, the overall fit of the model determines how well the model can explain the data.
According to Thompson's suggestion, fit indices include the Chi-square test (CMIN),
Comparative Fit Index (CFI), Normed Fit Index (NFI), and Root Mean Square Error of
Approximation (RMSEA), and these are the most important indices in assessing the model fit
(Gamst & Garino, 2006).

Table 17. Fit Indices of the Model Explaining the Use of Blockchain Technology in Green
Technology Development

Result Acceptable | Independent | Saturated | Predicted Index
Value Model Model Model
_ - YA 14 YA NPAR
- - YAYo,VY . YVA,AQ X
- - VYo . £) df
Unacceptable Smaller Yo, ¥ . °,¥vyA X/df
than
Greater
. \ AN
Unacceptable than 9.0 NFI
Greater
. \ AV
Unacceptable than 9.0 CFI
Unacceptable Smaller GYYY - VY RMSEA
than 0.8

The square of Chi-square degree of freedom in the estimated model is 5.34, which is greater
than 3 and not acceptable (Kline, 2011). The RMSEA value in the proposed model is 1.103,
indicating an unacceptable fit (1.103 > 0.08). Additionally, NFI and CFI statistics should be
higher than 0.90, but in this case, these values are 0.88 and 0.89, respectively, indicating
unacceptable fit. In conclusion, these numbers suggest that the considered model does not have
an appropriate fit with the theoretical model. Consequently, adjustments were made to the

model.
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Chi-Square=206.04, df=186, P-value=0.07768, RMSEA=0.039

Modified Model Explaining the Use of Blockchain Technology in Green Technology Development

Figure 2. illustrates the modifications made to the model. These modifications are detailed
in Table 18.
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Table 18. Fit Indices for the Modified Model Explaining the Use of Blockchain Technology in Green
Technology Development

Outcome Estimated Model Index
- YA NPAR
- EERZY X2
- £) df
Acceptable Y,4v) X?/df
Acceptable G,ave NFI
Acceptable +,400 CFI
Acceptable e V) RMSEA

The square of the chi-square over degrees of freedom in the modified model is equal to 2.921.
The RMSEA value in the model explaining the use of blockchain technology in the development
of green technology is 0.07, indicating an acceptable fit. Additionally, the NFI and CFI statistics
should be above 0.90. These numbers indicate that the modified model has a satisfactory fit.
Further analysis of the model coefficients and conclusions from the assumptions are discussed
below.

Table 19. Multiple Correlation Squared for Improving E-Learning Performance and Green
Technology Development

Significance Upper Lower N
Estimation Source of Change
Level Bound Bound g
CeA CAVY CYAA e Green Technology
Development
Cavy LYY VLAY Cyoqr Improvement of E-Learning
and Educational Software

"Based on the information in Table 19, all predictor variables in the model, namely
components of green technology development and blockchain technology usage, collectively
have a predictive capability with a mean of 36.0 (p < 0.01) from the variance of the mediator
variable, i.e., green technology development. Additionally, they have a predictive capability with
16.0 (p < 0.05) from the variance of the criterion variable, i.e., improvement of e-learning and
educational software. Both coefficients are positive and direct."”

Conclusion

The continuous technological advancements and innovations in new educational services that
undergo changes and innovation in this field every day make it crucial and vital to pay attention
to new interactive and collaborative systems and methods in overall processes in this area, such
as blockchain systems. Based on this, the main objective of this research is to identify the
components of green technology development in education and training using blockchain
technology. To achieve this goal, qualitative research and a data theory approach have been used,
and the results and findings in six main areas are discussed. These areas include key conditions,
central phenomena, strategies, intervention conditions, background conditions, and
consequences, which are elaborated below.

The examination showed that key conditions include sector complexity, uncertainty in
situations, accelerating technological changes, integration of technology-focused organizations
with education sector organizations, changing competitive conditions, and the strategic
importance of the situation. The central phenomenon includes the use of blockchain technology
in the development of green technology (education and training), network exploration, competitor
monitoring, sector exploration, organizational exploration, document monitoring and legal
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conditions, creation of an intelligent information system, and sector interactions. Background
conditions encompass national conditions (social awareness growth in the virtual education
sector, internal country capacity and capabilities), international conditions (modeling successful
similar fields, forming an educational consortium to join similar technologies), and organizational
conditions (structural dimensions, globalization culture, technological culture, sector awareness).
Intervention conditions include internal organizational conditions (structural factors, managerial
factors, individual factors) and external organizational conditions (educational conditions,
political conditions). Strategies involve the ability to assess and deploy external knowledge,
training and empowerment of internal organizations, creating appropriate infrastructure,
localizing blockchain technology, collaboration and partnership with successful countries and
organizations in this field. Consequences include decentralization, efficiency (efficiency and
effectiveness), high access to resources (easy access), information valuation and dynamic data
transfer, high security, stability (immutability), and transparency of data, cost reduction,
facilitation of the development process of technology infrastructure, timely and real-time tracking
and tracking of assets, and ensuring and providing information and transaction exchanges.

The practical applications of blockchain technology in the education software and systems
sector include invoicing, teaching and networking, exchange and networking, process automation,
data security and management, maintaining the confidentiality of identity information of
transaction parties, and sharing resources in the fields of major teaching systems and software.
The use of this technology in the education software and systems sector poses challenges,
including scalability, security, and speed related to system architecture and the use of appropriate
consensus algorithms. Additionally, the operationalization of this technology incurs significant
costs. Doner and Lucasani (2021), in their report titled "Blockchain and the Transition of
Education Software and Systems," have examined the opportunities and threats of blockchain for
local authorities. According to the findings of this report, a precise description of all aspects and
challenges of blockchain seems somewhat difficult.

In the quantitative section of the research, the obtained pattern in the qualitative section and
the relationships presented in it were evaluated using structural equation modeling and the Lisrel
software and were confirmed. Given the findings, it is recommended to develop a detailed
regulatory document to regulate and determine the do's and don'ts for starting and using
blockchain networks in the e-learning sector, drafted and prepared by the drafting and editing
section. Due to the low cost and affordability of knowledge-based technologies in the country, it
is suggested that the e-learning sector allocate a specific investment section for the development
of blockchain technology and knowledge-based infrastructure in the country for localization of
this technology in its main strategies. It is recommended that with limited and well-planned
investments, the e-learning sector in the international section allocate blockchain system to be
part of the main strategies in international processes and laws in the blockchain field.
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